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GOVERNMENT OF DUBAI

1. INTRODUCTION

Due to the nature of the relationship between

and Dubai Health Authority
(collectively, the “Parties”, and individually a
“Party”), certain confidential and proprietary
information relating to or in connection with either
Party, may be disclosed by either Party (the
“Disclosing Party") to the other Party (the
“Receiving Party") for the purposes of exchange
of the data relating to NABIDH Project. (the
“Permitted Purpose”).

1.1 The Receiving Party undertakes that any
Confidential Information (as defined below)
shall be kept confidential on the terms set
out herein and has therefore agreed to enter
into  this  confidentiality = agreement
("this/the Agreement™).

1.2. The  Receiving  Party  additionally
acknowledges that the Confidential
Information (as defined below) disclosed by
the Disclosing Party may constitute inside
information and sensitive information and
the unauthorised disclosure of any
Confidential Information may have serious
adverse consequences for the business of the
Disclosing Party.

1.3. The Confidential Information, any
information or documents in whatever form
or format which may be held by or in the
possession or under the control or
knowledge of either Party or its affiliates, or
which relate in any way to either Party or its
affiliates (the Disclosing Party), which were
directly or indirectly disclosed or made
available to the other Party (the Receiving
Party) in any way, and which (1) is
confidential and proprietary by its nature;
(2) is identified by the Disclosing Party or
its affiliates as Confidential Information; or
(3) unauthorized disclosure causes or might
cause harm to the interests of the Disclosing
Party or its affiliates, including all
intellectual property rights, trade secrets,

.
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know-how, technical knowledge, all
personal and sensitive data, medical records
and all discussions, negotiations and
services offered or to be offered, which
wholly or partially relate to this Agreement
or any of its Schedules or to the affairs of the
Disclosing Party or its affiliates, which may

include all oral, written, printed,
photographically and electronically
recorded information of all types,
documents, data, letters, agreements,
undertakings, structures, products,
messages, codes, data, formulae,

specifications, blueprints, plans, processes,
marketing methods, technologies and
technological information, intellectual
property rights, customer lists, supplier lists,
projects, projections, cash flow charts,
software and copies, systems and
applications, notes and extracts, and the
strategic plans, direction, manner, timing
and implementation of any projects to be
undertaken, subject to the exclusions
contained in clause 5 below ("Confidential
Information™).

.
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The Receiving Party undertakes:
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2.1. Not to disclose the Confidential Information
to any third parties directly or indirectly,
except where the Confidential Information is
disclosed:

2.1.1 by Company Short Name, to its
subsidiaries and associates (each a
“Company Short Name Person”);
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directors, officers, employees, agents,
representatives, and professional and
financial advisors and, with the
Disclosing Party’s  prior  written
consent (with sending email), both
actual and potential financing sources
(collectively referred to as
“Representatives”) to the extent
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necessary for the purpose of evaluating
and/or carrying out the Permitted
Purpose, subject to the Receiving Party
having instructed its Representatives,
who are not employees, officers or
directors of the Receiving Party or its
subsidiaries, or otherwise bound by
professional obligations of
confidentiality, to the extent that they
receive Confidential Information, to
agree to be bound by the obligations of
confidentiality and any  other
applicable terms on substantially the
same terms as those contained in this
Agreement. The Receiving Party shall
be liable for any breach of the
applicable terms of this Agreement by
its Representatives unless  such
Representatives have entered into a
direct confidentiality undertaking or
otherwise owes duties of
confidentiality for the benefit of the
Disclosing Party; or
by the Receiving Party with the
Disclosing Party’s  prior  written
approval; or
2.1.4 to any party to whom the Receiving Party
has assigned or transferred (or may
potentially assign or transfer) any of its
rights and/or obligations under any
agreement(s) and provided such party
has undertaken to the Receiving Party
in writing to adhere to the provisions
of this Agreement; or
2.1.5 by the Receiving Party to internal or
external auditors, for internal or
external audit purposes; or
2.1.6 necessarily by the Receiving Party in
carrying out any obligations contained
in any agreement Dbetween the
Disclosing Party and the Receiving

Party; or

2.1.7 by the Receiving Party after being legally
required to disclose such information in
terms of any law or regulations or by any
judicial, governmental, supervisory or
regulatory body, court of law or legal

2.1.3

.
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process, provided that the Receiving Party
shall provide the Disclosing Party with
immediate notice, in writing, detailing the
relevant law/regulation/court
order/directive with which the Receiving
Party is obliged to comply and attaching a
copy of the relevant order or directive, if
applicable, before such Confidential
Information is disclosed, so that the
Disclosing Party may seek a protective
order or other appropriate remedy without
prejudice to the Disclosing Party’s
remedies under this Agreement and the
Receiving Party will exercise its best
efforts to assist the Disclosing Party in
obtaining a protective order or other
reliable assurance that confidential
treatment will be accorded to the
Confidential Information. In the event that
such protective order or other remedy is

.
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not obtained, the Receiving Party will
furnish only that portion of the
Confidential Information which the
Receiving Party is advised by written
opinion of counsel is legally required
(such opinion being disclosed to the
Disclosing Party when requested);
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the Confidential Information or any part

thereof for a purpose other than the Permitted | -5l 00 b gl Cmd o poassdl) (2l 52 A
Purpose; and 9
to act in good faith at all times in performing
its obligations under this Agreement, such
efforts to be at least equal to the Receiving
Party’s effort employed to protect its own
confidential, secret and proprietary data and
information.

3. DATAPROTECTION

3.1 Where any personal data pertaining to either
Party (the *“Controller”) and/or its
Representatives is processed by the other
Party (the “Processor”), such processing
shall be subject to the provisions included
in Annexure A to this Agreement.
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3.2 For electronically transferred information,
including data transmission connectivity,
the Recipient shall provide evidence to the
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releasing party that safeguards against | (Hiajdll) Jaxlly ot s Llaall Gacar silly
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limited purpose or for the proposed
business requirement between the Parties.

3.3 Ownership of any Confidential Information el Gyl W e ilaglas (o Sla a9a3 3-3
belongs to the Disclosing Party. ) )

3.4 In relation to the Company’s personal data, | iual) sl duasdll A$a) bl gl Lo ladll a3 4-3
the processor shall implement the proper Al oy L) e gsiene laca] $haulid) Auaanly

technical and regulatory measures to ensure ) .
a security level that is proportionate to such | < ls sadiall julally sLaB¥) caa ey ¢ Sl

risks, as may be required, and shall | it Glagleall ol J8 (e Badinall juleall Caes Lgle
implement the adopted and recognized idle
measures in accordance with the standards
general adopted by the information
security.
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Party or its Representatives have
breached any of their obligations in
terms of this Agreement, inform the
Disclosing Party thereof in order to
enable the Disclosing Party to comply
with any applicable disclosure or other
obligations.

4.1.3 Neither Party shall infringe the

5.
5.1

intellectual property rights of the other
Party

a. Copyrights, publication rights, patents,
database rights, trademarks, designs,
technical know-how and Confidential
Information (whether it was registered
or otherwise).

b. The registration applications and the
right to apply for registration of
intellectual property rights.

c. All the other intellectual property rights
and similar intellectual property
protection forms existing in any place
of the world.

EXCLUSIONS

Confidential Information shall exclude

information or any portion of information that:

5.1.1 is or becomes, before or after
receipt thereof, published or
generally available to the public,
other than as a result of any
unlawful act or omission on the
part of the Receiving Party; or

5.1.2 is or was lawfully acquired from a
third party who did not, to the
Receiving Party’s knowledge,
obtain it in contravention of a
confidentiality agreement with the
Disclosing Party. The contents of
this clause shall not be construed as
placing an onus on the Receiving
Party to ascertain or attempt to
ascertain whether the information
received was subject to a
confidentiality agreement; or

5.1.3 isknownto, or in the possession of,
the Receiving Party prior to the

.
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disclosure  thereof the
Disclosing Party; or

is independently developed by the
Receiving Party.

6. RETURN OF MATERIAL CONTAINING
OR PERTAINING TO THE
CONFIDENTIAL INFORMATION

The Disclosing Party may at any time
require that the Receiving Party return any
material containing, pertaining to or relating
to Confidential Information disclosed
pursuant to the terms of this Agreement, and
the Receiving Party hereby agrees and
undertakes that any documentation or
material containing any Confidential
Information which it acquired or may
acquire or which may come into its
possession shall remain the property of the
Disclosing Party.

As an alternative to the return of the material
as contemplated in clause 6-1 above, the
Receiving Party may destroy such material
and furnish the Disclosing Party with a
written warranty to the effect that all such
material has been destroyed.

The Receiving Party shall comply with a
request in terms of this clause 6 within 14
(fourteen) days of receipt of such request.

by

514

6-1

6-3

6-4 This clause 6 shall not apply to the extent
that the Receiving Party is obliged to retain
any Confidential Information in terms of
any applicable law, rule or regulation or by
any competent judicial, governmental,
supervisory or regulatory body in the UAE.

7.  DISPUTE RESOLUTION

7.1 The Parties agree that any dispute which may
arise between them by reason of performance of this
Agreement or any of its terms shall be resolved by
amicable negotiation within not later than (30) days
from the date of giving notice to the other Party. In
the case of failure to do so the dispute shall be
referred to Dubai Courts.

7.2 The Parties shall not be discharged from
performing their obligations under this Agreement

.
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in the case of any dispute of whatever type or form.

8.

8-1

ADDRESSES FOR NOTICES AND
SERVICE OF LEGAL PROCESSES

The Parties choose their respective
addresses set out in this clause 0 as their
domicilium  citandi et  executandi
("Domicilium™) for the purposes of giving
of any notice, the serving of any process and
for any purpose arising from this
Agreement.

For the purpose of this Agreement the
Parties’ respective addresses are:

8.2.1 Company Name ....................

AdAress ..o,

Address

Email address

Attention: ...

Name : ..,

Position: ...

8.2.2  Dubai Health Authority

.
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P. O. Box 4545, Dubai, United Arab
Emirates
Attention: Dr. Mohammed Al Redha

maalredha@dha.gov.ae

Each of the Parties shall be entitled, by
written notice to the other, to vary its
Domicilium from time to time to any other
address which is not a post office box or
poste restante, or to vary the electronic mail
address forming an element of such
Domicilium.

Any notice given by one Party to the other
(the “Addressee™) which:

8.4.1 is delivered by hand during the
normal business hours of the
Addressee at the Addressee's
Domicilium for the time being
shall be deemed, (unless the
contrary is proved by the
Addressee), to have been received
by the Addressee at the time of
delivery;

if transmitted by electronic mail to
the electronic mail address forming
a part of the Addressee's
Domicilium, be deemed to have
been received by the Addressee
(unless the contrary is proved by
the Addressee) 3 (three) Business
Days (a “Business Day” being any
day other than a Saturday and
Sunday or official public holiday in
the United Arab Emirates after the
date of dispatch.

Notwithstanding anything to the contrary
contained in this Agreement, a written
notice or communication actually received
by one of the Parties from another, including
by way of electronic mail transmission will

8.4.2

be  adequate  written  notice  or
communication to such Party.

DURATION

The obligation to  maintain  the
confidentiality of the  Confidential

.
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GOVERNMENT OF DUBAI

Information in terms of this Agreement and
the obligation not to use the Confidential
Information other than for the Permitted
Purpose shall remain in force for as long as
such information is confidential and has not
become public knowledge.

Subject to clause 9-1, neither Party shall be
entitled to cancel this Agreement for
whatsoever reason.

JURISDICTION AND APPLICABLE
LAW

The Parties consent and submit to the
jurisdiction of the courts in the Emirate of
Dubai in respect of any proceedings relating
to this Agreement.

This Agreement is subject to and shall be
interpreted in accordance with the laws of
United Arab Emirates in general and of the
Emirate of Dubai in specific.

GENERAL
Each Party acknowledges that: (a) all
information, whether containing

Confidential Information or otherwise,
made available to the Receiving Party, in
connection with the Permitted Purpose, will
not constitute an offer, inducement or
invitation, or will such information form the
basis of, or any representation in relation to,
any contract; (b) no responsibility is
accepted, and no representation,
undertaking or warranty is made or given by
the Disclosing Party or any of its
Representatives as to the accuracy or
completeness of the information provided in
connection with the Permitted Purpose; and
(¢) no liability shall arise from the provision
of such information, save as may be agreed
in any definitive written agreement that has
been executed in respect of the Permitted
Purpose.

This Agreement constitutes the entire
agreement and understanding of the
Parties relating to the subject matter
hereof, and no wvariation of  this
Agreement shall be effective unless
reduced to writing andsigned by the
Parties.

.
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11-3 A failure to enforce or to require the
performance at any time of any of the
provisions of this Agreement (including the
provisions of this clause) shall not be
construed to be a waiver of such provision
and shall not affect either the validity of this
Agreement, or any part hereof, or the right
of any Party to enforce the provisions of this
Agreement.

11-4 Neither party may use
Information in connection with any
advertising or publicity materials or
activities without the prior written

consent of the other Party.
11- 5 This DSA will be effective from the date when

the facility/facilities were onboarded to Nabidh

the shared

.
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Signed on this day of 2023
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Signed at Dubai_Health Authority on this day of 2023
2023 » _lgal) gl 138 B QYR P
Dr Mohammed Al Redha, DHA = Asall 2 ¢ La )l desa 2
On behalf of [Dubai Health Authority] L silE o illy pom il oo Al

Duly authorised

ANNEXURE A: DATA PROCESSING
AGREEMENT
Either Party to this Agreement may receive

and/or process personal data obtained from the
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other Party, and, in particular, DHA will
receive personal data relating to Nabidh
from . The Agreement, which
includes this Annexure A and Annexure B
sets out the terms that will govern the data
processing conducted by either Party, as a
Processor of personal data, of the other Party,
regarded as the Controller. Company Name is
the Controller and the other party is the
Processor.

1.Interpretation and continuing effect of
other agreements

1.1 Any clause in any existing or envisaged
agreement(s) between the Parties (“Other
Agreement(s)”) relating to the liability of
the Parties for any breach of data
protection obligations shall be interpreted
as referring to a breach of the obligations
set out in this Agreement.

1.2 All other terms within the Other
Agreement(s) between the Parties shall
remain  unchanged. If there s
inconsistency between the terms of this
Agreement and any Other Agreement
between the Parties, the terms of this
Agreement shall apply.

2.DEFINITIONS

In addition to any terms already defined in this
Agreement, the following words shall have the
meanings given:

2.1 “Controller” means the responsible party
who alone, or in conjunction with others,
determines the purpose of and means for
processing of personal data;

2.2 “Data Protection Laws” means any
applicable privacy and data protection
laws, including (i) to the extent that it may
be applicable, Federal Law No. 2 of 2019

.
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Concerning the Use of the Information
and Communication Technology in the
Area of Health (“ICT Health Law”), and
(i) any other laws, regulations and
secondary legislation enacted from time to
time in the United Arab Emirates or any
other country applicable to Company
Name relating to data protection, the use
of information relating to individuals, the
information rights of individuals and/or
the processing of personal data.

“data subject” means an individual who is
the subject of personal data;

“personal data” has the meaning given to
it in the Data Protection Laws, and
generally means any information relating
to an identified or identifiable natural
person that is processed by the Processor
as a result of, or in connection with, the
provision of the services under this
Agreement or any Other Agreement (an
identifiable natural person is one who can
be identified, directly or indirectly, in
particular by reference to an identifier
such as a name, identification number,
location data, an online identifier or to one
or more factors specific to the physical,
physiological, genetic, mental, economic,
cultural or social identity of that natural
person);

“process” or “processing” means any
operation, activity or set of operations
which is performed on personal data or on
sets of personal data, whether or not by
automated means, such as collection,

receipt, recording, organisation,
structuring,  storage, adaptation or
alteration, retrieval, consultation, use,

disclosure by transmission, dissemination
or otherwise making available, alignment
or combination, restriction, erasure or

.
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destruction; and
2.6 “Processor” means the party who

processes personal data on behalf of the
Controller.
3.COMPLIANCE WITH
PROTECTION LAWS
3.1 Each Party shall comply with the Data
Protection Laws as it applies to personal
data processed under this Agreement.
This clause is in addition to, and does not
relieve, remove, or replace a Party's
obligations under the Data Protection
Laws.
4. DATA PROCESSING

4.1 Although processing of personal data
envisaged in this Agreement will be in
pursuit of legitimate business purposes,
each Party remains responsible for
establishing and maintaining the lawful
basis for the processing of personal data
by the other Party under this Agreement.

4.2 A description of the data processing
carried out by the Parties is set out in
Schedule 1 to this Annexure A.

4.3 Either Party, acting as the Processor of
personal data, shall:

(@)

DATA

process the personal data only on
the other Party’s, as the Controller,
written instructions, unless required
by law to process it differently (in
which case it shall, if permitted by
such law, promptly notify the
Controller of that requirement
before processing);

Process the personal data only to the
extent, and in such a manner, as is
necessary for the purposes of
carrying out its obligations under
this Agreement;

(b)

.
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Ensure that it has in place
appropriate technical and
organisational measures to protect
against unauthorised, unlawful or
accidental processing, including
accidental or unlawful destruction,
loss, alteration,  unauthorised
disclosure of or access to personal
data, such measures in each case to
be appropriate to the likelihood and
severity of harm to data subjects that
might result from the unauthorised,
unlawful or accidental processing,
having regard to the state of
technological development and the
cost of implementing any measures.
Without limitation, the Processor
shall implement any and all specific
technical and organisational
measures required by the Controller,
as may be set out in this Agreement
Ensure that persons engaged in the
processing of personal data are
bound by appropriate
confidentiality obligations;

Keep a record of the processing it
carries out, and ensure the same is
accurate;

Comply promptly with any lawful
request from the  Controller
requesting access to, copies of or the
amendment, transfer or deletion of
the personal data to the extent the
same is necessary to allow the

Controller to fulfil its own
obligations under the Data
Protection Laws, including the

Controller's obligations arising in
respect of a request from a data
subject;

.
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Notify the Controller promptly if it
receives any complaint, notice or
communication (whether from a
data subject, competent supervisory
authority or otherwise) relating to
the processing, the personal data or
to either Party's compliance with the
Data Protection Laws as it relates to
this Agreement, and provide the
Controller with reasonable co-
operation, information and other
assistance in relation to any such
complaint, notice or
communication;

Notify the Controller promptly if, in
its opinion, an instruction from the
Controller infringes any Data
Protection Laws (provided always
that the Controller acknowledges
that it remains solely responsible for
obtaining independent legal advice
regarding the legality of its
instructions) or the Processor is
subject to legal requirements that
would make it unlawful or
otherwise impossible for the
Processor to act according to the
Controller’s instructions or to
comply with Data Protection Laws;
Not permit any processing of the
personal data processed by the
Processor under this Agreement by
any agent, sub-contractor, supplier,
Processor or other third party (“sub-
processor”) without the prior written
authorisation of the Controller;

Ensure in each case that prior to the
processing of any personal data by
any sub-processor, terms equivalent
to the terms set out in this

.
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Agreement are included in a written
contract between the Processor and
any sub-processor engaged in the
processing of the personal data;

Subject always to the requirement of
sub-clause 4.3(j) regarding a written
contract, the Controller hereby gives
its prior written authorisation to the
appointment by the Processor of
each of the sub-processors or
categories of sub-processors (as the
case may be) who will process
personal data listed in Schedule 2 to
this Annexure A, and to the extent
this authorisation is in respect of a
category of sub-processors, the
Processor  shall  inform  the
Controller of any intended changes

concerning  the addition or
replacement  of  other  sub-
processors;

Only transfer the personal data
outside of a country border in the
event that such action is required for
the fulfilment of its rights and
obligations as imposed by this
Agreement and provided that the
prior written consent of the
Controller has been obtained in
relation to such transfer.  The
Processor will ensure that the
transfer of any personal data across
a country border complies with
applicable Data Protection Laws
and that each of the following
conditions are met: (i) it has
provided appropriate safeguards in
relation to the transfer; (ii) data
subjects  continue to  have
enforceable rights and effective

.
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legal remedies following the
transfer; (iii) it provides an adequate
level of protection to any personal
data that is transferred; and (iv) it
complies with reasonable
instructions notified to it in advance
by the Controller with respect to the
transfer;
Inform the Controller promptly (and
in any event within one (1) business
day) if any personal data processed
under this Agreement is lost or
destroyed or becomes damaged,
corrupted, or unusable or is
otherwise subject to unauthorised or
unlawful  processing  including
unauthorised or unlawful access or
disclosure;

Inform the Controller promptly (and

in any event within three (3)

business days) if it receives a

request from a data subject for

access to that person's personal data
and shall:

e promptly provide the Controller
with reasonable co-operation and
assistance in relation to such
request; and

e not disclose the personal data to
any data subject (or to any third
party) other than at the request of
the Controller or as otherwise
required under this Agreement;

Provide reasonable assistance to

the Controller in responding to

requests from data subjects and in
assisting the Controller to comply
with its obligations under Data

Protection Laws with respect to

.
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security, breach notifications, data
protection impact assessments and
consultations  with  supervisory
authorities or regulators;
Delete, destroy or return that
personal data to the Controller at the
end of the duration of the processing
as referred to in Schedule 1 to this
Annexure A and at that time delete
or destroy existing copies;
Qgrees to indemnify, defend, and
hold the Controller harmless from
and against any claim, demand, loss,
damage, cost or liability (including
legal costs) arising out of or relating
to the Processor failing to comply
with its obligations under this
Annexure A. If permissible under
applicable law, legal costs will be on
an attorney and own client basis
calculated on the legal practitioner’s
agreed hourly rate;
Subject to the requirements of
commercial and/or client
confidentiality, make available to
the Controller such information as is
reasonably required to demonstrate
compliance with this Agreement
and, subject to any other conditions
set out in this Agreement regarding
audit, allow for and contribute to
audits, including inspections, of
compliance with this Agreement
conducted by the Controller or a
professional independent auditor
engaged by the Controller. The
following requirements apply to any
audit:
e the Controller must give a
minimum of thirty (30) days’

.
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notice of its intention to audit (or
such shorter period of notice as it
receives itself where an audit is
mandated by its regulator);

the Controller may exercise the
right to audit no more than once
in any calendar year;
commencement of the audit shall
be subject to agreement with the
Processor of a scope of work for
the audit at least ten (10) days in
advance;

the Processor may restrict access
to certain records where such
restriction is necessary for

commercial and/or client
confidentiality;
the audit shall not include

penetration testing, vulnerability
scanning, or other security tests;
the right to audit includes the
right to inspect but not copy or
otherwise remove any records,
other than those that relate
specifically and exclusively to
the Controller;

any independent auditor will be
required to sign such non-
disclosure agreement as is
reasonably required by the
Controller prior to the audit; and
the Controller shall compensate
the Processor for its reasonable
costs incurred in supporting any
audit.
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SCHEDULE 1: DESCRIPTION OF PROCESSING

LAY el (s353a5 2 daall By ¢ AAL juaall g o Lo 3Eal cilasall

(1) a2 Jgaad)
Subject The processing of personal data such as patient demographics and clinical data is
matter of the | limited to the extent necessary for Health Share Suite of applications which will
processing benefit _and their patients as per the agreed services between
) , DHA and other providers.
AU AN eyl il el Sl ailadl) Jie doaddll cililyl) dallee s 9 sa
g lgd ) mpally AN jpaal) andd) waiin Al Lalall ¢ ud il Gl de ganal sdallaal)

Duration of As the patient demographics and clinical data shared between the Parties, the

the processing | providers including can view the data and utilize in
improving the patient care till the time the data is made available by the DHA
HIE. Providers including give their explicit consent to DHA

HIE that such data may be retained beyond the duration of this Agreement, unless
the data subject specifically requests the optout of such personal data.
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Nature of the The processing of patient demographics and clinical data is necessary to enable either
processing Party to comply with its obligations and exercise its rights under this Agreement,
including collection, recording, organising, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.

il pdyhll AS S Jal G duyg pen el Cililally anpall alSul) (ailiadll dallas yias
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meaningful format.

Purpose of the | The processing of patient demographics and clinical data is necessary to arrange the data
processing in a structured in a way which will be useful for the providers to view the data in a
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Personal data
types

Patient personal data such as Name, Gender, DOB, Address, Mobile Number, Emirates
ID and Email ID provided to either Party to the other Party. Should be used only for the
continuity of the patient care.

sl L« AV Gl ) geplall aal e desial ¢ g 5wl Glgic s AshlaY) Lisgll alys | iAuaddl)

Categories of
data subjects

The Patient data is broadly categorised into Demographics (Name, Gender, DOB,
Address, Mobile Number, Emirates ID, Email ID, Nationality) and Clinical Data
(Problem List, Diagnoses, Allergies, Visits, Medications, Vaccinations, Laboratory and

Imaging Results and Procedures).
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Obligations Ensure data is processed lawfully and in a transparent manner to the data subject.

and rights of

the Controller | ;o mpatible with original purposes.

Ensure collected data is accurate and up to date.

Ensure data collected and processed for specific purposes, and not in a manner
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SCHEDULE 2: AUTHORISED SUB-PROCESSORS AND CATEGORIES OF SUB-PROCESSORS
O Al il iy & gaghall O35l G gallaal) (2) ) Jgand

Authorised sub-processor / category | Description of the processing carried out by the sub-

of sub-processor processor / category of sub-processor
LA el A8 [ paghal) Lol gellaal) Cipla (ha B3k Aallaall Cinag 4 [agiall ) gllaall
SA) el
IT Infrastructure Support Design, implement, maintain, and operate the overall
Provider: computing and networking resources of the HIE platform
IBM Middle East FZ-LLC and ensuring security policy compliance and remediation

Provider’s Address: as necessary.
3rd Level, Building #5, IBM Building,
Dubai Internet City — Dubai
Provider’s Registration Number:
19299
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19299

IT Applications Support Maintain and support the IT applications which will help
Provider: in the maintaining the data integrity and the assurance of
IBM Middle East FZ-LLC the accuracy and consistency of data over its entire

Provider’s Address: lifecycle.
3rd Level, Building #5, IBM Building,
Dubai Internet City — Dubai
Provider’s Registration Number:
19299

(il Aol e Balisll b ae L Loo clgaedy Cilasleall G Clinks dila
el giae Jlsh Waliy cbilll 48y laca Je 30k

48 cliud acd ciledd 3934
tcila glaal)

INITIAL

Party 10 ....ovviviinnns

Party 20 ..ooviiiiiiins




4
{;’ AT L

= 25
GOVERNMENT OF DUBAI DUBAI HEALTH AUTHORITY

e

taladdl) agia Olgis

- C_\J)BJ:)J gm Z.J.J'JA ‘(“l ) Lfi
gga

tdaadl) 934 M eé)
19299

DHA Regulator Process the data to get insights on the spread of diseases on
the population health which will help in planning
responsive actions on handling such situations.
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ANNEXURE B: TECHNICAL AND ORGANISATIONAL MEASURES

Loanlaiilly A58 il s alal)

The organisational and technical security safeguards required for data processing, are:
teot lll) Aallaal Logllaall ddlly Loadanill 4naY) cilehaY)

1. Physical Access Control

11

1.2

Unauthorised persons shall be
prevented from gaining physical
access to premises, buildings or
rooms where data processing
systems are located which process
personal data.

Minimum controls and measures for
the data Processor, required to meet
the above requirements are the
following:

a) Strict security  procedures,
access control mechanisms and
other measures have been
implemented and are maintained
on a regular basis to prevent
equipment and Data Centre
facilities from being

compromised.

b) Only authorised representatives
may have access to systems and
infrastructure within the Data

Centre facilities.

Buildings and the Data Centre
are secured through access
control systems (e.g. smart card
access systems).

d) The buildings, individual areas
and surrounding premises are
further protected by additional

measures. These include, inter
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alia, specific access profiles,
video surveillance, intruder
alarm systems and smart card
access control systems.

Access rights will be granted to
authorised persons on an
individual basis according to the
System and Data Access
Control. This also applies to
visitor access.

f) Guests and visitors to Data
Centre facilities must register
their names at reception and
must be accompanied by
Processor authorised personnel.

Processor and all third-party
Data Centre providers are
required to log the names and
times of persons entering the
private areas within the Data
Centre.

g)
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2. System Access Control pllalll ) Jpagll & agail) -2
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2.1 Data processing systems used to
provide the ICT applications and
services are prevented from being
used without authorisation.

NN JUPY

alally Jadgall (pe a1 aal) Al balal) (s 2-2
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2.2 Minimum controls and measures
required to meet the above and in

place at the Processor are the
following:
a) Multiple authorisation levels are
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used to grant access to sensitive
systems, including those storing

and processing personal data. eallaty asdll L
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Processes are in place to ensure
that only authorised individuals
have the appropriate
authorisation to add, delete, or
modify users.

All users accessing
applications have a
identifier  (User ID)

personalised User IDs
assigned for authentication.

relevant
unique
and
are

Procedures are in place to
ensure that requested system
access changes are
implemented only in accordance
with set guidelines.

New access, changes to existing
access or deletion of access will
only be done after appropriate
approval has been obtained.

When the role of a user changes,
the related access and rights are
changed as soon as can be
reasonably expected.

When a person leaves the
company, system access and
related rights are revoked
immediately.

A password policy is in place that
prohibits  the  sharing of
passwords, the process if a
password is disclosed and
requires the following:

e passwords are
where it is
transmitted;

encrypted
stored or

.
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e passwords are changed
regularly;

e default passwords must be
changed at the time of
installation;

e domain passwords are
system forced to change
every six (6) months or more
frequently;

e passwords are complex
(upper case, lower case,
numbers and special
characters);

e the minimum length of
passwords is eight (8)
characters;

e administrative accounts and
service accounts must have at
least eight (8), preferably
fourteen (14) or more,
characters;

e each computer has a
password-protected
screensaver; and

e the change of passwords
must be different from an
authorised user’s last five (5)
passwords.

Remote access (VPN) to the
service delivery environment
requires strong authentication
mechanisms, such as a two-
factor authentication or further
enhanced authentication.

Up-to-date licensed antivirus

software is used at access points
to the Processor’'s network and

.
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on all file servers and all
workstations.
k) A Processor Security Patch
Management Policy IS
implemented and managed to
ensure deployment of relevant

security updates.

3. Data Access Control

3.1

3.2

Individuals who are entitled to use
data processing systems will gain
access only to personal data that they
have a right to access. Personal data
must not be read, copied, modified or
removed without the necessary
authorisation.

Minimum controls and measures
required to meet the above and in
place at the Processor are the
following:

a) The Processor's information
security policy and standards
govern the protection of
personal, sensitive and
confidential data and how data,
including personal data is

archived, deleted or destroyed.

b) Access to personal, confidential
and sensitive information is
granted on a need-to-know
basis.

c) Employees or external third

parties (further sub-processors)
only have access to the
information that they require to
perform their duties.

.
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d The authorisation and
permission concepts are
documented and explains how,
and which access, permissions,
rights and authorisations are
assigned.

e) Production servers are operated
in a Data Centre with measures
the same or more enhanced than
specified  physical  security
measures as specified herein.

f)  Security measures that protect

applications and related
processing of personal,
confidential and sensitive
information are regularly
reviewed, tested and, where

required, improved.

g) Internal and external security
checks and penetration tests are
performed by the ICT systems
regularly.

h) Installation of personal software
(or other software that has not
been approved) onto systems

being used for any ICT
application or service, are strictly
prohibited.

4. Data Transmission Control

4.1 Personal data must not be read,

copied, modified or removed without
authorisation during transfer.

4.2 Minimum controls and measures

required to meet the above and in
place at the Processor are the

.
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following:

a) Protection of personal data is the
same or more enhanced than

confidential data, when
transferred across the
Processor’s internal networks

and as determined by the
Processor’s Information Security

Policy.
b) Protection of personal data
transferred between the

Controller and the Processor is
the same or more advanced than
the measures set out in this

document, which applies to
physical and network-based data
transfers.

c) Data that is physically
transferred or transported will be
encrypted.

5. Data Input Control

5.1 It will be possible to retrospectively
examine and establish whether and
by whom at the data importer and/or
Processor, personal data have been
entered, modified or removed from
data processing systems used to
provide the ICT application and
services.

5.2 Minimum controls and measures
required to meet the above and in
place at the Processor are the
following:

a) Only authorised individuals can
access personal data as it is
required during and to perform
their work.

b) A logging system that logs the
date indicating who performed

.
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what (input, modification and

deletions).

System that prevents or blocks
access to personal data by any

individuals or other sub-
processors to the greatest extent
supported by the ICT

Applications and Services.

6. Job Control

6.1 Personal and sensitive data being
processed by a third party
(Processor) shall be processed solely
in accordance with the protection
measures set out herein and with
explicit instructions of the customer.

6.2 Minimum controls and measures

required to meet the above and in

place at the Processor are the
following:
a) Contracts between a third party

(sub-processor) and customer,
which include at a minimum the
organisational and technical
measures in this guideline.

b) Employees and contractual
partners are contractually bound
to respect the confidentiality of
all personal data, including trade
secrets of the Inter-Group

companies and its partners.

The Processor  has an
established data breach
notification process in place and
will notify the Controller of all

data breaches that have
occurred as soon as it was
detected.

.
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7. 7. Availability Control sl b asadl) -7

7.1 Personal data shall be protected &%=l sl A 0o dpadlll Clilal) les oy 17
against accidental or unauthorised o paal e gl )
destruction or loss.

7.2 Minimum controls and measures ¥l Bdsall e SV) aal) Al Ll Jia 27
required to meet the above and in gl g dddadls oBlel )9 La eldsll dyslhadl)
place at the Processor are the
following:

a) Backup processes to r_apldly il Tl 3l BliaY) sl e i
restore data and business- i - ) )
critical systems. cAagall Jlee Y dakaily

b)  Monitoring anq alerting s 4ty RS ) awilly Adhal Ll o
measures that timely detect, ~ ) ) i
alert and prevent against gl sl e sl Glelhdl g bl cdsl
interruptions, destruction or loss. RERE I

C) Unlnterrupteq power supplies clyladl (UPS) dxkindl e 3l clighe .z
(UPS, batteries, generators, etc.) i
to ensure power availability to < ALl 45 gledal (lapes el
the Data Centre. L)

d) Contingency plans have been - . .

) i Silaa i) i) cladang (s)lshll i g e
defined and implemented, ) & SN
together with business- and B0 Lol Jlelly Syl (e Al
disaster recovery strategies for S TEN
business-critical systems.

e) Qontlngency-, business-, Juellls el duly clle sl o
disaster- and emergency
processes and systems are callnly dajall g hally o)lsSlly ¢dolal)
regularly tested.

8. Data Integrity Control bl Lo dad)ye -8
8.1 Personal data will remain intact, &8s 3elSs dade Luaddll SO &5 o) e 178
complete, accurate and current EES|PPAES Svi A5 ELIREY

during processing activities.

8.2 Minimum controls and measures ¥l Bddsall e SV) aal) ) Ll fis 2-8

INITIAL

Party 10 ....ovviviinnns

Party 20 ..ooviiiiiiins



9 9

/;./ P
9‘ ‘n

};v f/{
L) \

GOVERNMENT OF DUBAI

required to meet the above and in

place at the Processor are the

following:

a) The network and data
processing facilities are
protected from the public

b)

d)

g)

network by firewalls;

security monitoring centre and
mechanisms;

up—to-date licensed antivirus
software is used at access points
to the Processor’'s network and
on all file servers and all
workstations;

Security Patch Management and
deployment of up-to-date
security updates;

backup and recovery;

external and internal penetration
testing; and

regular external audits to prove
security measures.

DUBAI HEALTH AUTHORITY

.
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	1.1 The Receiving Party undertakes that any Confidential Information (as defined below) shall be kept confidential on the terms set out herein and has therefore agreed to enter into this confidentiality agreement ("this/the Agreement").
	1.2. The Receiving Party additionally acknowledges that the Confidential Information (as defined below) disclosed by the Disclosing Party may constitute inside information and sensitive information and the unauthorised disclosure of any Confidential Information may have serious adverse consequences for the business of the Disclosing Party.
	1.3. The Confidential Information, any information or documents in whatever form or format which may be held by or in the possession or under the control or knowledge of either Party or its affiliates, or which relate in any way to either Party or its affiliates (the Disclosing Party), which were directly or indirectly disclosed or made available to the other Party (the Receiving Party) in any way, and which (1) is confidential and proprietary by its nature; (2) is identified by the Disclosing Party or its affiliates as Confidential Information; or (3)  unauthorized disclosure causes or might cause harm to the interests of the Disclosing Party or its affiliates, including all intellectual property rights, trade secrets, know-how, technical knowledge, all personal and sensitive data, medical records and all discussions, negotiations and services offered or to be offered, which wholly or partially relate to this Agreement or any of its Schedules or to the affairs of the Disclosing Party or its affiliates, which may include all oral, written, printed, photographically and electronically recorded information of all types, documents, data, letters, agreements, undertakings, structures, products, messages, codes, data, formulae, specifications, blueprints, plans, processes, marketing methods, technologies and technological information, intellectual property rights, customer lists, supplier lists, projects, projections, cash flow charts, software and copies, systems and applications, notes and extracts, and the strategic plans, direction, manner, timing and implementation of any projects to be undertaken, subject to the exclusions contained in clause 5 below ("Confidential Information").
	3.1 Where any personal data pertaining to either Party (the “Controller”) and/or its Representatives is processed by the other Party (the “Processor”), such processing shall be subject to the provisions included in Annexure A to this Agreement.
	3.2 For electronically transferred information, including data transmission connectivity, the Recipient shall provide evidence to the releasing party that safeguards against eavesdropping and interference (“hacking”) meet the requirements of the originator.  The Recipient shall limit its internal disclosure of the Confidential Information to only those employees who have a need to know the information for the limited purpose or for the proposed business requirement between the Parties.
	3.3 Ownership of any Confidential Information belongs to the Disclosing Party.
	3.4 In relation to the Company’s personal data, the processor shall implement the proper technical and regulatory measures to ensure a security level that is proportionate to such risks, as may be required, and shall implement the adopted and recognized measures in accordance with the standards general adopted by the information security. 
	4.1 The Parties acknowledge that the disclosure and/or use of Confidential Information may constitute a criminal offence and may also lead to civil liability, if such disclosure and/or use is not properly regulated. The Parties therefore agree that -
	5. EXCLUSIONS 
	5.1.1 is or becomes, before or after receipt thereof, published or generally available to the public, other than as a result of any unlawful act or omission on the part of the Receiving Party; or
	5.1.2 is or was lawfully acquired from a third party who did not, to the Receiving Party’s knowledge, obtain it in contravention of a confidentiality agreement with the Disclosing Party.  The contents of this clause shall not be construed as placing an onus on the Receiving Party to ascertain or attempt to ascertain whether the information received was subject to a confidentiality agreement; or
	5.1.3 is known to, or in the possession of, the Receiving Party prior to the disclosure thereof by the Disclosing Party; or
	5.1.4 is independently developed by the Receiving Party.

	6. RETURN OF MATERIAL CONTAINING OR PERTAINING TO THE CONFIDENTIAL INFORMATION
	6-1 The Disclosing Party may at any time require that the Receiving Party return any material containing, pertaining to or relating to Confidential Information disclosed pursuant to the terms of this Agreement, and the Receiving Party hereby agrees and undertakes that any documentation or material containing any Confidential Information which it acquired or may acquire or which may come into its possession shall remain the property of the Disclosing Party. 
	6-2 As an alternative to the return of the material as contemplated in clause ‎6-1 above, the Receiving Party may destroy such material and furnish the Disclosing Party with a written warranty to the effect that all such material has been destroyed.
	6-3 The Receiving Party shall comply with a request in terms of this clause 6 within 14 (fourteen) days of receipt of such request.
	6-4 This clause ‎6 shall not apply to the extent that the Receiving Party is obliged to retain any Confidential Information in terms of any applicable law, rule or regulation or by any competent judicial, governmental, supervisory or regulatory body in the UAE.
	8-1 The Parties choose their respective addresses set out in this clause ‎0 as their domicilium citandi et executandi ("Domicilium") for the purposes of giving of any notice, the serving of any process and for any purpose arising from this Agreement. 
	8-2 For the purpose of this Agreement the Parties’ respective addresses are: 
	8.2.1 Company Name ………………..
	  ……………………………………
	Address …………………..............
	 ………………………...................
	Address …………………..............
	 ………………………...................
	Email address
	………………………...................
	Attention: …....…………..............
	 ………………………...................
	Name : …....…………..............
	 ………………………...................
	Position: …....…………..............
	 ………………………...................
	8.2.2 Dubai Health Authority
	P. O. Box 4545, Dubai, United Arab Emirates 
	Attention: Dr. Mohammed Al Redha
	maalredha@dha.gov.ae 
	maalredha@dha.gov.ae  

	8-3 Each of the Parties shall be entitled, by written notice to the other, to vary its Domicilium from time to time to any other address which is not a post office box or poste restante, or to vary the electronic mail address forming an element of such Domicilium. 
	8-4 Any notice given by one Party to the other (the “Addressee") which: 
	8.4.1 is delivered by hand during the normal business hours of the Addressee at the Addressee's Domicilium for the time being shall be deemed, (unless the contrary is proved by the Addressee), to have been received by the Addressee at the time of delivery; 
	8.4.2 if transmitted by electronic mail to the electronic mail address forming a part of the Addressee's Domicilium, be deemed to have been received by the Addressee (unless the contrary is proved by the Addressee) 3 (three) Business Days (a “Business Day” being any day other than a Saturday and Sunday or official public holiday in the United Arab Emirates after the date of dispatch.

	8-5 Notwithstanding anything to the contrary contained in this Agreement, a written notice or communication actually received by one of the Parties from another, including by way of electronic mail transmission will be adequate written notice or communication to such Party. 

	9. DURATION
	9-1 The obligation to maintain the confidentiality of the Confidential Information in terms of this Agreement and the obligation not to use the Confidential Information other than for the Permitted Purpose shall remain in force for as long as such information is confidential and has not become public knowledge.
	9-2 Subject to clause ‎9-1, neither Party shall be entitled to cancel this Agreement for whatsoever reason.

	10. JURISDICTION AND APPLICABLE LAW
	10-1 The Parties consent and submit to the jurisdiction of the courts in the Emirate of Dubai in respect of any proceedings relating to this Agreement.
	10-2 This Agreement is subject to and shall be interpreted in accordance with the laws of United Arab Emirates in general and of the Emirate of Dubai in specific.

	11. GENERAL
	11-1 Each Party acknowledges that: (a) all information, whether containing Confidential Information or otherwise, made available to the Receiving Party, in connection with the Permitted Purpose, will not constitute an offer, inducement or invitation, or will such information form the basis of, or any representation in relation to, any contract; (b) no responsibility is accepted, and no representation, undertaking or warranty is made or given by the Disclosing Party or any of its Representatives as to the accuracy or completeness of the information provided in connection with the Permitted Purpose; and (c) no liability shall arise from the provision of such information, save as may be agreed in any definitive written agreement that has been executed in respect of the Permitted Purpose.
	11-2 This Agreement constitutes the entire agreement and understanding of the Parties relating to the subject matter hereof, and no variation of this Agreement shall be effective unless reduced to writing and signed by the Parties.
	11-3 A failure to enforce or to require the performance at any time of any of the provisions of this Agreement (including the provisions of this clause) shall not be construed to be a waiver of such provision and shall not affect either the validity of this Agreement, or any part hereof, or the right of any Party to enforce the provisions of this Agreement.
	11-4 Neither party may use the shared Information in connection with any advertising or publicity materials or activities without the prior written consent of the other Party.
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